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specified. Risk evaluation and treatment selection are
Abstract processes that involve many strategic objectives according

Risk management processes are responsible for identifying,to the'prewously' defined rlsk' criteria, like: prof[ectlon
analyzing and evaluating risky scenarios and whether they shouldreduction of the risk exposure time) or cost reduction. The
undergo control in order to satisfy a previously defined risk process to decide the best approach to treat risks,
criterion. Risk specialists have to consider, at the same time,considering multiple objectives and limited operational
many operational aspects (decision variables) and objectives toesources (e.g. time, money, human resources), is a
decide which and when risk treatment have to be executed. Ougomplex task. Risk management process described by
objective is to automatically find a subset of risks that maximize |s0s 31000 [1] and 31010 [2] specifies a general risk
risk reduction and respect the company operational re8our ona0ement process. These standards were built over an

limitations. This paper applied a Learning Automaton (LA) for ideal scenario where a companv has enouah resources for
risk reduction in uncertainly. To test the resulted methodology, . . . p y_ . 9 .
treating risks over a period of time. Unlikely this ideal

experiments based on the Simple selection algorithm were J ) o )
performed aiming to manage risk and resources of a simulatedscenario, real world companies have limited operational
company. Result show us that the proposed approach can dedesources. According to the amount of detected threats and
with multiple conflicting objectives reducing the risk exposure resources, the treatment process has to be iterated over
time by selecting risks to be treated according their impact, andseveral time slices. A new issue rises from this scenario:

available resources. risk selection optimization. A risk manager has to
determine a set of risks to be treated which better satisfies

Keywords:Learning Automaton, Risk management, Risk all objectives and resource restrictions of the company.

optimization Aiming to help asset managers and companies to protect

their business, this work investigates the use of a efate-
art multi-objective Learning Automaton for selecting

1. Introduction treatments.

. . . . . . Now a days in [3], [4], [5], [8], [9], [10], [11], [12And
Anything tangible or intangible that is capable of being [13] algorithms for solving multi-objective combinatorial

owned or _c_ontrolled to _produce \_/alue and that is held toproblems are proposed. The purpose of risk identification
have positive economic value is considered an asset;

A bl d bused b q .elésiofinding, recognizing and recording risks. Risk analysis
SSets are susgeptl N t.o amages abused by UnCdesIrel,gjsts jn determining the consequences and probabilities
events. In line with that, risk management is the preventive

i - . . —related to identify risks. The consequences and their
process responsible for protecting companies agalnsgi

ff fth desired M h & robabilities are then combined to determine a level of the
efiects of these undesire eventf,. oreover these efiect entified risk. The last step of risk assessment involves

are what S%ema!‘sm Calll “risk e Risk q manag?‘f’m, __comparing analyzed risks with the risk criteria, in order to
processes identify, analyze, evaluate and treat risks aMiNGyetermine the significance and type of each risk. Risk

It'(|)< p:_rr(])te%t assdets. For each identified I’IS]!<, an impact level pqqossment receives a scope as input and returns a list of
kelihood and treatment (or a set of treatments) are g4y ated  risks. Finally, risk treatment step involves
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selecting and agreeing to one or more relevant options formanagement of information. Information security risks can
changing the probability of occurrence, the effect of risk, be assessed by using several techniques based on historical
or both, and implementing these options. Risk treatmentdata or specialist's opinion [2]. These identified risks can
involves a cyclical process of: be treated by mitigating vulnerabilities and implementing
security policies. Similarly to the general risk management
process this specialized process does not specifies
« deciding whether residual risk levels are tolerable; if not Priorities and order for treating threats. Risk managers
tolerable. Generating a new risk treatment; and assesszin?a"e to decide by themselves the best way to conduct the
the effectiveness of this treatment. Aiming at identify new treatment process for balancing risk treatment and limited
risks. Currently the entire 1SO risk management processCPerational resources. No need to stress this is a fault
does not specify any order or priority for risk treatments Prone process as it relies solely on the hum'an abilities to
execution. ISO risk management methodology definest@ckle threats, which could be too masccording to the
steps for: (i) defining a scope (internal and external amount of detecteql threats and resources, the treatment
contexts), (i) assessing these steps can be graphicallPrOcess has to be '|terated qver.several time shgeg. A.new
visualized through Figure 1. Issue rises from this scenario: risk selecu.on optimization.
A risk manager has to determine a set of risks to be treated
which better satisfies all objectives and resource
! restrictions of the company.

* assessing risk treatment;

<—ﬁ Establishing the context |<->
P The proposed approach has three main objectives: (i)
i ﬁ ——— |0 s“elect treatmen'gs thaF best fit in an execgj[_ion 'gin_we_window,
" _— (i) better use fmanmal resources anq (iii) minimize risk
Cammunics ”",ﬁ m— > T exposure. For testing purposes, a simulated environment
conataion 7 Eview was developed containing assets, risks and treatments. This
- Risk evaluation R simulated environment returns a list of evaluated risks for
i an external optimization module deciding which risk will
e — | be treatgd. Although, experime_nts .performed in this paper
| f select r!sks according few objectives (enough for most
companies), the proposed approach can be extended for
Figure 1: Risk Management Process optimizing risk selection considering several cooperative

or competitive objectives. Preliminary results show that the
proposed approach can successfully optimize the risk
management process, reducing the risk exposure time by
better using of operational resources. This article is
Nowadays, some of the most valuable companies havedivided into four main sections. In section 3 the learning
information as their principal asset. Like any other kind of automaton will be explained. The proposed architecture is
asset, information must be managed and can havepresented in Sectioh In section 5 the effectiveness of the
associated risks, which need to be treated [7], [8]. method is demonstrated. Finally we conclude in section 6.
Information Security domain of Security Management
incorporates the identification of the information data
assets with the development and implementation of3
policies, standards, guidelines and procedures. It addresses’

confidentiality, integrity and availability, by identifying ~ An automaton can be regarded as an abstract model that
threats, classifying the assets, and rating theirpag finite number of actions. This action is applied to the
vulnerabilities so that effective security controls can be gglected action of automata. The random environment
implemented. The process described in Section Il can b&ygjuates the applied action and gives a grade to the
used for identifying, analyzing and evaluating risks gelected action of automata. The response from
associated to information sources. For each identified riskgnvironment (i.e. grade of action) is used by automata to

a security police is created (e.g. treatment). The concept okgject its next action. By continuing this process, the
vulnerability was introduced and constitutes the absence of;iomaton learns to select an action with the best grade.

a safeguard. A minor threat has the potential to becomerne |earing algorithm is used by automata to determine
greater threat, or a more frequent, because of vulnerabilitysne selection of next action from the response of

Combined with the terms asset and threat, vulnerability iSenyironment. Figure 2 shows the relationship between the
the third part of an element that is called a triple in risk gnyironment and the learing automata [6].

2. Information Security

L ear ning Automata

Copyright (c) 2013 International Journal of Computer Science Issues. All Rights Reserved.
IJCSI
www.lJCSl.org



IJCSI International Journal of Computer Science Issues, Vol. 10, Issue 3, No 2, May 2013
ISSN (Print): 1694-0814 | ISSN (Online): 1694-0784
www.lJCSl.org 315

As seen from the definition, the parameaeis associated
a(n) . with reward response, and the paramdtewrith penalty
Random Environment .
response. According to the values @fand b we can
consider three scheme. If the learning parameteasdb
are equals, the scheme called reward pefflajy\Whenb
is less thara, we call it linear reward epsilon penaftyke p

A 4

Learning Automatn

B(n) ) scheme. Wheh equals to zero, we call it as linear reward
inaction (Lg.) scheme. For more information about the
Figure 2: The relationship between learning automaditiae theory and applications of learning automata, refer to [6]
environment and [7]
3.1 Environment 4. Proposed Risk Management Algorithm

First, The environmentaa be shown by E ={a, B, ¢} in
which o ={a4,a,,....,0,} represents a finite action / output
set, B={ P1, P--.., Pm} represents an input / response set,
and c={g, G,...,c} is the set of penalty probabilities,
where each element corresponds to ongtion o; of the

set a. The output (actiony, of the automaton belongs to
the set a, and it is applied to the environment at time t = n.

We proposed the inclusion in the ISO model of an
optimization step between risk assessment and risk
treatment steps aiming to automatically decide which risks
have to be treated in order to satisfy objectives and needs
of companies. Figure 3 indicates the position of the
proposed optimization step inside the traditional risk
management architecture. In this paper, the proposed

3.2 Learning Automata with Variable Structure optimization step has three main objectives:

Variable structure learning automata is represented byl) Reducing total risk: selectsgset of high impact and
<P, 0, T, p>, where a = {0y, 0y, ..., a,} is @ set of actions. likelihood of risks to be treated;

B = {0, 1} is the set of inputs from the environment; where duci | - Sel f risks that best fi
0 represents a reward and 1 represents a penalty,z) Reducing total cost: Selects a set of risks that best fits to

p (n+1) = T [a (n), B (n), p ()] is learning algorithm and the available amount of financial resources for treating

defines the method of updating the action probabilities on"1SKS:
receiving an input from the random environment.
p ={p: (N), p- (N)... p; (N)} is the action probability vector,
wherep;(n) represents the probability of @bsing action o;

at timen. In these kinds of automata, if the action of a; IS
chosen in the"" stage and receive the desirable response
from the environment, the probabiligf pj(n) increases
and the other probabilities decreases and in undesirabl
response, the probability @f(n) decreases and the other
probabilities increase. The following algorithm is one of
the simplest learning schemes for updating action
probabilities, and is defined as follows:

3) Reducing total time: Selects a set of risks that best fits to
the available amount of time for treating risks.

Optimizing these three objectives leads to a set of risks to
be treated that considers limited operational resources and
minimizes company risk exposure time. The method used
in the optimization step has to find risk treatments that
promote reductions on the overall risk level and return a
low level of residual risk. These objectives can be
represented by the following three equations [5]:

<—>{ Establishing the context }<—>
By (3= py (1) -+ all— py ()] o [
VJ J #1 p] (n+ 1) = (1_ a) pJ (n) <—>{ Risk assessment }<—>
a) Desirable response Communication hES
consultation Yy | revie w
4—»‘ Risk optimization }1—»
B (n+ D= A—b) pi (M) " | .
. b Risk treatment
Vi j=i pj(n+)=——=+QA-bpj(n) @ L %
b) Undesirable response Figure 3: Proposed optimization step inside the risk memagt

architecture

Copyright (c) 2013 International Journal of Computer Science Issues. All Rights Reserved.
IJCSI
www.lJCSl.org



IJCSI International Journal of Computer Science Issues, Vol. 10, Issue 3, No 2, May 2013

ISSN (Print): 1694-0814 | ISSN (Online): 1694-0784
www.lJCSl.org

OveralRisk (R)= Y (RikLevel,—ResidualRik,)  (3)
OveralTime(R) = (TreatnentTine, ) —Time )
OveralCost (R)= ) (TreatnentCost, )— Cost (5)

reR

Where R is a set of risks selected in search space (e.g. out-

316

3. Determine initial values for
OveralRisk(R),OveralTime(R) and OveralCost(R) by using
these formulas:

NumberOfAsssets NumberOfRisks

)

i=1

OveralRi (R)— (o xR (i, j)xCost (i, j)xTime(i , j))

i=1

NumberOfAsssets Number OfRisks
OveralCost (R) « (o< Cost(i, j))

i=1 =1

put of the risk assessment step). The Time constant

represents the amount of time reserved for treating risks.
This constant can be estimated by summing the work-time
of all workers. For instance, if the company has an

Number OfAsssets Number OfRisks
OveralTime(R) « (o xTime(i, j))

i=1 j=1

operation team with 5 members and each worker works 64,

hours per day, and then one week (5 workdays) of work

contains 150 hours which can be used as the Time OveralRiskp,, < OveralRsk (R)
constant. The Cost constant represents the amount of

money is available to be spent for treating risks over5,

iterations. For accomplishing the proposed objectives the

above mentioned equations are to be optimized using:
min[OveralRisk (R) ,Overal Time, Overal Cost (R)]

This minimization step can be solved by several methods
such as [11] and [4]. Other optimization algorithms based

Overal Codtp,, —OveralCost (R)
6.

Overal Time,,,, < Overal Time( R)

on Meta heuristics are plausible approaches [15] and [16]

to tackle the above mentioned minimization problem due

7.while(overall risk is acceptable ) dO

to their capabilities to deal with discrete and large searchg.for i=1 to NumberOfAssets

spaces. For this paper a solution based on Learnin
Automaton was suggested for composing the propose
optimization step. Assets and Risks play the role of

33.1) Select Randomly One action such as j, where

1< | < NummberOfRisks

stochastic environment in the learning automaton. In the8.2)

proposed method for each Asset like Assehere
i=1,2,...,n the learning automaton of LA; is considered. n

shows the number of assets. r shows the number of actions

in each automaton and a; In LA; Automaton denote as a
appropriated level of risk of j. Actions belong to each
automaton such as .8onsidered as oy, oy, Oy

Input Parameters:

Amount of assets, amount of risks per asset, amount of
treatment per risk, vulnerabilities per asset, residual risk
probability, new risks rate, new vulnerabilities rate, money
budget, time window sizeacceptable risk level and
Reward/Penalty values;

Output: Optimize Total Risk, Total Cost, and Total Time
and determine each risk level

1. For each Assgetonsider Learning Automaton bA;

Nurnber OfAssets NumberOfRisks
OveralRisk,, (o XRisk(i, | xCost(i ) xTime(i ,j
i=1 j=1
8.3)
NumberOfAsssets Number OfRisks
OveralCost,, (ocinCOSt(i ) J))
i=1 =1
8.4)

Number OfAsssets Number OfRisks

Overal Timey, — (o xTime(i, j))

i=1 j=1

End of for.

if(OveralRisk_Prev>=OveralRisk_Cur and
OveralCost_Prev>=OveralCost_Cur and
TotalTime_Prev>=OveralTime_Cqr

Reward all of selected actions.

else

2. Set input parameters and initial value for each actionPenalize all of selected actions.

considered 1/r
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5. Experimental Results

are considered. They are depict in table 1: [5]
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9.

Number OfAsssets NumberOfRisks Table 1: Parameters

OveradRk (R« Y Y (oyxRsk(i,j)xCost(i,j)xTime(i, j))

o i Par ameter Description value

10.

Number OfAsssets NumberOfRisks amount of assets | number of valuable objects related to tf] 100
Overal Cost (R) (o X Cost (i , j)) managed scope
i=1 =1

11.

Number OfAsssets Number OfRisks o amount of risks per| max number of risks for each asset 4
Overal Time(R) — (o xTime(i, j)) asset
i=1 j=1

12. amount of treatmen| max number of possible treatments for 2

per risk each identified risk
OveralRisk o, — Overal Rk (R)

13. I -
vulnerabilities per | max number of found vulnerabilities pe 2
asset asset

OveralCogt, «OveralCogt (R)

14.

residual risk generation probability of new risk after | 0.02
Overal Timeg, < Overal Timeg(R) probability the treatment process
15.
Overal Rk oo, « Overal Rk o, new risks rate rate of new risks to appear 0.002

new vulnerabilities | rate of new vulnerabilities to appear 0.002

16. rate

Overal Costp,, —OveralCost

Budget Represents the amount of money is 200

17. available to be spent for treating risks

over iterations.
Overal Timeg,, — Overal Time, , _
Time represents the amount of time reservec| 400
. . . for treating risks

18. Treat selected risks amderge residual risks.

19. End of While. acceptable risk leve] Represents acceptable risk level 0.01
Reward/Penalty Represents Reward and Penalty 0.03/0

Figure 4 shows evolution of the amount of risks per
iteration over three different perspectives: (i) without risk
For testing the proposed approach some main parameters treatment, (i) simple treatment selection and (i)
optimized treatment selection. Risks are mitigated faster by
using the optimized selection process. This simulated

The virtual environment was generated by using thescenario promotes a reduction in the company risk
configuration showed in Table I. Our objective is 10 cxposure time. The “without selection” data series shows

automatically find a subset of risks that maximize risk {he simulation behavior without risk treatment (only the
reduction and respect the company operational resourcgyyjation). The “new risks rate” can be observed through

limitations. All possible combinations of found risks are he creation of new risks over iterations. These new risks
represented by the power set of the risks returned by theyre composed by identified risks and residiisks which

simulator. are controlled by the “new risks rate” and “residual.
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Without Selection ||
Simple Selestion
Proposed Approach

Amount Of Risk

Iteration

Figure 4:Amount of risks over iterations.

Figure 5 shows a comparison of total risk level over
iterations between the simple and optimized selection

—— Optimum Value
—— Simple Selestion
Proposed Approach | |

Iteration

Figure 6:Exposed time over iterations.

approaches. The optimization algorithm has to selectThis document is set if0-point Times New Roman. If

critical risks aiming the total risk level reduction of the absolutely necessary, we suggest the use of condensed line

analyzed scope.

Total Risk Level

—— Simple Selestion
— Proposed Approach

Iteration

spacing rather than smaller point sizes. Some technical

formatting software print mathematical formulas in italic
type, with subscripts and superscripts in a slightly smaller

font size. This is acceptable.

Figure 7 shows a comparison between the simple selection
approach and the optimized approach about the financial
resource application over iterations. The optimized

selection better uses financial resources available over
iteration. The optimized selection approach proposes
solutions closer to the optimal solution (e.g. iteration

money budget size) than simple selection solutions. This
objective is less flexible than the time window filling

objective once the budget for treating risks is, most of
time, controlled by non-technical departments inside the

company (e.g. financial and accountability departments).

Figure 5: Total risks Level over iterations.

Risk treatment selection using the proposed approact
reaches an acceptable risk level 20% faster than the simpl:
selection approach. This improvement represents a huge
gain of resources for the analyzed company. Saved
resources along iterations can be human resources, time ¢
financial resources. Beside all that, the company total
exposure time is reduced and the probability of occurrence
of critical incidents on the analyzed scope is reduced.
Figure 6 shows a comparison between the simple selectior
approach and the optimized approach on instantaneou:
time spent over iterations. We can observe that the
optimized selection better uses the time available per
iteration. The proposed solutions are closer to the optimal
solution hence; the operational team is more successfully
used and has less idle time.

Spent Money

—— Optimum Value
Simple Selection

— Proposed Approach | |
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6. Conclusion [8] R. T. F. A. King, H. C. S. Rughooputh, and K. Deb,
"Solving the mul-tiobjective environmental/economic dispatch

This paper proposes an optimization step for the traditionalProPlem with prohibited operating zones using NS(EA-in
roceedings of 2011 IEEE Pacific Rim Conference on

risk management process which is responsible for selectin 2 : _

. . L N ommunications, Computers and Signal Processing. IEEE, Aug
risks to be treated aiming at optimizing the organization 2011 pp. 298-303.

objectives. For validating the proposed approach, a _ ) o o )
simulated environment was created which has assets,[‘go] ):i-n;]Lllarrr]]g’d(e:.siYgn%qflagr?t’e\ﬁlvr-lg(lazﬂggﬁ Zfol\rAlr;hL;é:Qgrr)q(é LEAR
generates a risk and receives risks to be treated. Anpefformance u%ing improved pNSGA'—, . 2007 ERE
information sepurlty sScenario was cr.eated for testing theInternational Geoscience and Remote Sensing Symposium IEEE,
proposed optimization module. Finally, due to the 2007pp.615618

conflicting (objectives) and combinatorial nature of the [10] J. Jia, J. Chen, G. Chang, J. Li, and Y. Jia, "Coverage
treated problem a mulch-objective Learning Automaton Optimization based on Improved NSGA-II in Wireless Sensor
was used. Experiments show that the optimized approactNetwork" ,in 2007 IEEE International Conference on Integration
guides the simulated company to an acceptable risk levelTechnology. IEEE, Mar. 2007, pp. 614-618.

in average 20% faster than a traditional approach. This[11] K. K. Mishra, A. Kumar, and A. Misra, "A variant of
means that operational resources are better used and th@SGA-II for solving priority based optimization problems ", in
company risk exposure time is reduced, protecting the2009 IEEE International Conference on Intelligent Computing
treated scope against threats and eventual losses. Technicaihd Intelligent Systems, vol. 1. IEEE, Nov. 2009, pp. 612-615.
team was more efficiently used, once they had less idle12] p. Murugan, S. Kannan, and S. Baskar, "Application of
time. Experiments also show that the proposed approactNSGA-Il  Algorithm to  Single-Objective  Transmission
can be scaled for analyzing large scopes that contains mor€onstrained Generation Expansion Planning”, IEEE Transactions
assets. Although, the performed experiments were used fopn Power Systems, Vol. 24, No. 4, N@@09§ pp. 1790-1797.

managing risks related to information assets aiming [13] S. Mishra, G. Panda, S. Meher, R. Majhi, and M. Singh,
increase their security level, the proposed approach can beportfolio management assessment by four multiobjective
applied for managing risks related to any type of assets.  optimization algorithm”, in 2011 IEEE Recent Advances in

Intelligent Computational Systems. IEEE, Sep. 2011, pp. 326-
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